
   THE CHALLENGE
Our client, an independent private 
school in Maryland, came to us to 
assess their current cyber security 
posture. The assessment analyzed  
3 core areas:

• POLICY ASSESSMENT:  
 Examined the client’s  
 current policies against  
 COMPASS’ best practice  
 templates. 

•	NETWORK ARCHITECTURE  
 ASSESSMENT: Examined the  
 current network architecture.

•	NETWORK VULNERABILITY  
 ASSESSMENT: Identified the   
 vulnerabilities within the  
 client network.

The assessment brought to light  
that our client lacked formal cyber 
security policies, did not have a  
segmented network and were  
susceptible to a number of technical 
vulnerabilities. These findings were 
of particular concern as our client 
was also looking to implement a 
Bring Your Own Device (BYOD)  
policy and expand its wireless  
network. The combination of  
these projects led our client to  
ask us to develop a cyber security 
roadmap that addressed each of 
these items.

   THE SOLUTION
Our client asked COMPASS to assist  
in developing a roadmap to address 
the key findings of the assessment as 
well as the organization’s goals for  
the coming school year. COMPASS 
identified three areas to focus initially:

NETWORK SEGMENTATION
• To keep sensitive data separated  
 from other vulnerable devices,  
 it is important to segment or  
 compartmentalize the network.  
 This can limit the scope of a breach  
 and also ensure that sensitive data  
 is protected at a higher level then  
 less important data.

POLICY DEVELOPMENT 
• The client chose to begin developing  
 three policies: Electronic Mail  
 Security, Internet Acceptable Use,  
 and Social Media Acceptable Use

BYOD AND MOBILE  
DEVICE MANAGEMENT
• Since our client was now allowing  
 students and faculty to connect their  
 personal devices to the network, it  
 was important to develop a procedure  
 and underlying requirements for  
 managing these devices and  
 ensuring they would not compromise  
 the organization’s network.

COMPASS worked with our client to 
develop a prioritized project plan for 
each of these items and led the  
implementation activities.

DEVELOPING  
A CYBER SECURITY  
ROADMAP

   THE RESULTS
Using our project management 
expertise, these projects are  
coming to fruition. Our client 
is developing the identified 
policies using our COMPASS 
templates and they are  
working to build a timeline  
for their network segmentation 
project. They’ve also decided 
to have COMPASS continuously 
monitor select desktops, servers, 
and firewalls so that they are 
able to proactively detect cyber 
threats and act accordingly.

Cyber Security is an ongoing  
project. Our client used our  
assessment to determine where 
to best spend their time and  
resources. As the threats of a 
data breach are ever changing, 
the client’s roadmap will be  
a working document that is  
amended to fit the ongoing 
needs of the organization. 

 INDUSTRY: Education

 SIZE: 95 Employees,  
  667 Students

 NUMBER OF  
 LOCATIONS: 1

COMPASS performed a cyber security assessment for an independent school in Maryland. The results of the assessment 
identified key technical and non-technical areas where the client needed to focus. By separating the findings into projects, 
COMPASS assisted the client in developing a strategic roadmap to address each area.
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